AW 52 53 A 7ledd 43t 2 U ARl
B 5 &

O Hgas 7] : ISA(International Society of Automation)

* |SA(International Society of Automation)

— 0= A

- =)

— (M 2x) Matt Rothkopf
*TEL: +1 (919) 990—9403 *e—mail: MRothkopf@ISA.org
— (AXHK]) 3252 S. Miami Blvd. #102 Durham, NC, USA

- FRYF At W Ao Al2=E A, b 9@ AfolH HES
FFA71 7] Y3l AAYAR H T]=EsE HEost=
REES AAHSE vdE AR ¥3). 19450 AYH
[SA+ g8 A e FAZE=S MEs dA
A= WS ITHEE AT 45 T4 H



T TP ST
ISA * [EC 61511, SIS, SIL 6/19(&) ~ 6/27(=h
(Kenexis Houston)| * s8¢ d+T &7t X OEE7|Z2H14Y): 6/17(E) ~ 6/30(2)

res g | 49 H| 3
ELIX| Q2 E S1SEAFD O BEMIE| (A A 32 PAEES 7|74|E'<_'5
N ruﬂ
MEJ|AAl DXOLAHE a MES
(il |EE c o1 T 4I=| -Io—| (El__l_lel_)
yrgozs oEuANAREy | 43 | omy | AU
@371 Ah
SSRUT|A HHATLNEET) | 43 | o | eds
(@FS7|=Ah
O S4YA 9 w3 AR
= & 3| X} = A H| 1
OTE || od s w Al =x £3
6/18(¥)
6/19() 1 CHHAZ A A-I(SIS)
6/20(2h 2 CHHAZ A AEI(SIS)
6/21(3) 3¢ « Ot A FA|AE(SIS)
6/22(%) | 4% | - ATAZAIAE(SIS) AR =
6/23(2) 5 Ot A Z A|AE(SIS)
6/26(&) 6 < OFF RAd +=T(SIL) MEH
6278 | 7Y | - O RAN SE(SI) M
6/28(<)
6/29(%) : FAE EY U AN TX A3
6/30(2)




>
02
i
2
15
==
0lo

OH
==
ok

+
o2

W &

H o

6.17(E),
6.18(%)

O

BUQIH > 0|ARHE 3R > FAH)

Jor

o &

10

6.19(¢)

L

O

Safety Instrumented Systems

. A Life—Cycle Approach(EC50)

Review Objectives & Course Introductions
Pre Instructional Survey

Safety Instrumented System(SIS) &9
Design Documents A7H

74 AtD EAH EQI(Out of Control &)

2 S H E (Layers of Protection) 274

Risk, PHA 2 SIL 274 S

Edward

6.20(=H

O

Safety Instrumented Systems

. A Life—Cycle Approach(EC50)

SIL Selection(Using a Risk Graph)
LOPA(Layer Of Protection Analysis)
Cyber Security 224

Failure Mode(Safe Failure, Dangerous Failure) O|3sH
Reliability Terms(Failure Rate, MTTF, Life, MRT, MTTR &)
Restoration(Down) Time, Repair Time H|u® (MTTR vs MRT)

“Safety Availability” O3l
Real Impact of Redundancy
Probability of Failure on Demand(PFD) O|3H

A& =0[) S

Hardware

Edward
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Safety Instrumented Systems

: A Life—Cycle Approach(EC50)

Algebraic Equation &

Fault Tolerance Table H|1 O[3} (61511 vs 61508)
Safety Requirement Specification(SRS)2| O|dl
Relay Logic A|l2RQl & - & HE

Software 7|8t A|AHISl & - HE HE

A& OIXH =0l)

Edward
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O Safety Instrumented Systems

: A Life—Cycle Approach(EC50)
— Software Logic Solver 241 (TMR)
— Field Device(AI£7] &) Trouble Shoot
— Complete System Performance &4
— Various System Configuration &5
— 7|E} S 2H(Other Design, Installation

- A&IN Z0]) S

Edward
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O Safety Instrumented Systems
. A Life—Cycle Approach(EC50)

al IIOl/QI:I—
< =2—l/od

— W= L& Review

— Post Instructional Survey
- MA&IA E0]) &

Edward
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O Advanced Safety Integrity Level(SIL) Selection
(EC52)
— C}SE SIL MAE 7|& A2 2 =35 Local Regulation 18)
PHA & Z2(LOPA, HAZOP, Risk Graph)

7=|7é-|

— SIS Designg &t
— ANAHO @AML

- A& OIX 20l) &

John

6.27(2})

O Advanced Safety Integrity Level(SIL) Selection
(EC52)

— CHASh Ao A5 2 LOPAS
(w/ Continuous Mode)

=5H 0l

* Production Separator

» Batch Reactor Stop Controller

* Extruder LOPA

*» High Pressure Feed Pump LOPA 2

John
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O QHEA ZAIAH! (SIS, Safety Instrumented System)2 EHRM

0

— Sensor, Logic solver, Final Control ElementZ EE A|AHICE 2|
SE Y Ao R 2 MEjZ |XE 4+ USS st FEY $E0|

=2 OIEZTAIAHY

T L L=

— AMZ AL (Flixborough, Seveso, Bhopal At £)& £t

2rd o

— Ao Aumjol FHA el(At A, UK HSE)
Incorrect and Incomplete Specifications(44%)
Changes after Commissioning(20%)

Design and Implementation(15%)
Operation and Maintenance(15%)
Installation and Commissioning(6%)

O Control System, Safety System 2o 22|/E¢& A& %‘
(ISA 61511, clause 9.4.1, 9.3.4, 9.3.5, 11.2.4
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— S A S(Protection Layers)X PHIOMIQE“(BPCS) 7t t'E“o QIHIA O]

EJO.J 2 M0 Aol vIEE BIGIH AL 275 = o FEAdS
ZENE = UEE =5 24 dA=

- Vendor: MAESH 22| £= S&E Control/Safety A|AEIZS X S5tL,
A AR A0 CHet HEH 2 Che

O Risk Analysis

— Risk= Frequency(Probability, Likelihood)2t Severity(Consequency) 2| &

— SIS&= Personnel, Environment, Equipment, Business, Reputation, Stock
Price S0 Zd== feds daAA

— CtFsH PHA(Process Hazard Analysis) 7| H&510 ExfAEd 2ol

Checklist, HAZOP, What—if, FMEA, Fault Tree, Event Tree &

O WS HSE ¥ SIF(Safety Instrumented Function) &% & SIL 23
- UWSAHS ¥ 245 = SIF XFE
— X[EE 74" SIFO| ofet SIL 55 24

SIL 522 1-4= ?Hﬂ(xxwr 2E4S 22 +F0| 24)

— SIL Determination Method(Safety Layer Matrix, Risk Graph, LOPA)
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7I'"H (LOPA, Layer of Protection Analysis)

SAS 2%t SIF d5 27AIeES BIoN/Edske vh8E 71

HASHS(PLs) & 27 471X (SIDA)

Specificity) : StLtQ| EAHE QI /=0l

Independence) : CtE SEYUZA S SEH(E A

- 9| =4 (Dependability) : O|&5tX| Rtz &=t Cist AT +HSH

isk Reduction Factor)

- A E (Auditability) @ 2340l Chet 7é§7|’H FEd dAH A

AtD HlE = HEA Database = FTA/ETA 7| S8 8510 o=
(2015 LOPA |E&IPL Book &%)

Tolerable/Acceptable Risk : Bt J[=& ZA[PHO| Of AFGEE L ALS|H |
HAY ZH Sd B85 Z2ANQl 5 &8 Tis &= oM, AN XE=2

HMAE 2agl/zltigls JdOE AFEste AES AY6liofF oA
‘ALARP(As Low As Reasonably Practicable)’ 2} &2 M =2

Mgs0l HY 4+F £F F HEsts 20| HRNE

O Failure Mode

- Safe Failures : Initiating, Overt, Spurious, Costly Downtime &
- Dangerous Failures : Inhibiting, Covert, Potentially Dangerous &
- QMEAFA A A HARHO| st 2 2.t 28 Aufof| cist £

OFF A ZHA| ABH (SIS) = 27tA| Failure ModeZt S,

—

J

f
A2 & Dangerous FailureQ A< HIEAl HI|H AXH AEES S
Aet2 dsiLifof g

Hardware Safety Availability(only for non—redundant system) :

- Availability = Uptime / Total Time

Uptime / (Uptime + Downtime)

= MTTF / (MTTF + MDT)

where, MTTF(Mean Time to Failure) : 1/A,
MDT @ Mean Downtime, A: Failure Rate

- Asate = MTTFs / (MTTFs + MRT)

where, MRT : Mean Repairtime

- Abang = MTTFp / (MTTFo + TI/2 + MRT)

where, TI : Test Interval
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O The Impact of Redundancy
— RedundancyZ} 2& Voting SystemO| &4 22 A2 otd
- M0 OE 85 H|W -

- Probabilities — Safe Failure / Dangerous Failure

(1o01) 0.02 /0.0
(1002) 0.04 / 0.0001
(2002) 0.0004 /  0.01

/

(2003) 0.0012 0.0003
Note : Common Cause= ZEEEX| &4
O MTTFsp Formulas
— Configuration MTTFsp
(1001) 1/ s
(1002) 1/((2xAs) + (B*As))
(2002) 1/((2%* As2 *MRT) + (B*As))
(2003) 1/((6% As? *MRT) + (B*As))
where:
MTTFsp : Mean Time to Failure spurious
MRT : Mean Repair Time
As @ Safe Failure Rate

B : Beta(Common Cause) Percentage

O Probability of Failure on Demand(PFD) Formulas

— PFDavg= Dangerous Detected Portion(Automatically Diagnostics),
Dangerous Undetected Portion(Manual Test), Dangerous Never Detected
Portion(Imperfect Manual Test), Bypass for Online Test(Reduced
Protection), Common Cause Portion(Redundancy)2| &2 LIEfH

— Configuration PFDavg

(1001) [ Aoo* (MRT+TIa/2)] + [Aou*TIw/2] + [AonxLife/2]
+ [BD/Tiv]

(1002) [(Aop)? *(MRT+TIa/2)2 14+[(Aou)? *(Tlw)2 /3]
+ [(Aon)? =Life? /3] + [(2*BD=* Aou*(((TIw/2) +MRT)/TIm)]
+ [(Aoux B*TIuw/2)+( Aonx B *Life/2)]

(2002) [2% Aoox (MRT+TI2/2)] + [Aou*TIw/2] + [ AonxLife/2]
+ [2+*BD/TIm] + [(Aoux B*TIn/2)+ ( Aonx B *Life/2)]

(2003) [3*(Aop)2 *(MRT+TIa/2)2 ]+ [(Aou)? *(Tlw) 2 ]

[(Aon)? #Life? ] + [(6+BD* Aou*(((TIw/2) +MRT)/Tlw)]

+ [(
+ [(Aoux B*TIM/2) + (A onx B xLife/2)]




e Xt w s WS
Note : Formulag A K Tl (E= MTTF > TI) <02 558
where:
Tla : Automatic Test Interval
Tlw * Manual Test Interval
B : Beta % (Common Cause)
BD : Bypass Duration
Ao Aoo + Aou+ Aown
Aoo : Dangerous Detected Failure Rate [Ap*Cal
Aou © Dangerous Undetected Failure Rate [Ao*(1—Ca)*Cwm)]
Aon @ Dangerous Never Detected Failure Rate[ Aox(1—Ca)*(1—Cwm)]
Ca @ Automatic Diagnostic Coverage Factor
Cwm : Manual Diagnostic Coverage Factor
O Hardware Fault Tolerance (61511 vs 61508)
1 Any 0 .Ty.peA . 0
Low Demand 0 Mot Allowed
High or Continuous 1 < 60%
Any 1 60% - < 90%
Any 2 = 90%
Note : “Type A” = Failure S40| UUFHOl S| 0|= Z2 The CHHO|IAS T3
O SFF(Safe Failure Fraction)
SFF = (As + Aop) / Aot
where:
As . Safe Failure Rate
Aoo - Dangerous Detected Failure Rate
621(4\—) ATota - As + Abp . 3 |
O SIS Safety Requirements Specification(SRS)
List of all safety functions
Definition of safe state of process
Common cause failures
Process inputs to SIS and trip points
Process outputs from SIS and action required
Functionally logic required
Response time requirements
Bypass and reset functionality
Manual shutdown
Requirements for proof testing and repair times
Human machine interface(HMI) requirements
Application program requirements
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- Fail safe, Low initial cost, Distributed around plant, Immune to
interface, Suits most voltage, High speed, No software

- =y
- Nuisance trips, No diagnostics, No serial communication, Complexity
of large systems, Reprogramming(Rewiring), Documentation, High cost
of ownership

O Software 7|8t A|AR ZF - HEY HE

- &
- Flexibility, Modular, Highest packing density, Testing/Diagnostics,
Serial communications, Documentation

- BHd
- Software dependent(reliability / security), Common cause, Communication
with other devices, Cost

6.22(
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)

O Software Logic Solver(TMR)2| MTTFsp X RRF A A

O Field Device(Sensor) 2! Final Element(On—off Valve)S&
TMR System@ MTTF 2 RRF A&

O 7|EtAIEES E &S MTTFsp & RRF A4t

= J|EfALEE @ MX|2HH, interface, reset, bypass 2 =2 g
O dx % |

Factory Acceptance Test(FAT)

Installation & Commissioning

Validation

Operation & Maintenance

Management of Change(MOC)
Decommissioning

HH
o
i

Documentation




o
Pal

g U

Il ol

O ug WE %ZF Review & &9/S
@ Design safety into the process
(@ Assess process hazards and risk
® Add non-—SIS safety layers if possible
® l|dentify SIFs
® Select the SIL for each SIF

23(& . .
6.23(=) ® Assure the conceptual SIF design meets the performance requirements
@ Document all procedures
Periodically test the system
@ Follow MOC procedures
O Post Instructional Survey
O Hd&Ixd =Z0]) &
O CtEE SIL MA 7= M U Dz 3l (Local Regulation 11&)
O SIS Design2 @8t PHA X E&(LOPA, HAZOP, Risk Graph)
20(E .
2 o Namol 2745 BE
O A&IA E0|) 5
O CHYBt ORI E 53 SIL A4 44 U LOPAS 455 o]
(w/ Continuous Mode)
6.27(3) Production Separator
Batch Reactor Stop Controller
Extruder LOPA
High Pressure Feed Pump LOPA 2|
) F=R AMil}
= Of & o 1t
— Safety Instrumented Systems
SIS . A Life—Cycle Approach(ECH0) — EC 502 Soll SISC| Design, Analysis®@} Justification=
SIL — Advanced Safety Integrity Level (SIL) Olall, EC 5258 &g+ AAIEe! SIL 43
Selection(EC52)
— |EC 615112 modify®t ANSI/ISA—84.00.01—2004=
Slsorm | T Functional Safety(7|=Qt&) MESH Functiona Safety(7[S2F)0f| CifSH 7|20 1= &
© = | — ANSI/ISA-84.00.01-2004 PFD Al SIL(Safety Integrity Level)ZS Sol| Chst

FIES, 71 SS(0M 2012 Sot AMER! ofsl)

— HAZOP

— LOPA(Layer of Protection Analysis)
— FTA(Fault Tree Analysis)

— ETA(Event Tress Analysis)

Q54T I}t 7|H0l HAZOP, LOPA(L=7
=4M), FTA, ETA 7['HO| SIL ME Al R
ERIET

rol ol
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# (Safety Integrity Level, SIL)

»

K - ®7-®A Z2IY SO THE NOAAHOM QHHMHTL J5E
Hajet & Qs NP ZEY S UEHH S=(SIL 1~4)
O SIL 55 28 <l =dExt
Ca x.% a e
Starting point F_’.f_z_ 1 a i
for risk reduction L r. .
estimation F = A ! 3i
————— F ﬂ;=_-.§ 2 1 a
C. K H:
FD [ ; 3 2 1
Generalized amangement Co P :i_l—ﬁf 4 3 2
lin practical implementations | Fa Py i
the amangemant in spacilic ta _lﬂ Xg E
g (b 4 3
.......................................................... F
€ = Consequence parameter = = Mo safety requirements
F = Expoaure tima parameler @ = No special safety requrements
P = Probabdity of avwoiding the hazardous event b = A single SIF is not sufficient
W = |n the absence of the SIF under consideration 1.2, 3. 4 = Salety integrity level
1. C: 2t Ha(37])9 MHE
2. F: WHBIES LA Zho| Mey
3. P: Roll?lE Slurtsdel ME
F2UE 4. W: ASHA| Qb= At Jhsdol MdE

O SIL =8

PFD, RRF, Safety Availability

SIL LEVEL | PFD VALUE RRF= 1/PFD AVAILABILITY=1-PFD
4 0.0001-0.00001 10,000-1,00,000 99.99-99.999%
3 0.001-0.0001 1,000-10,000 99.9-99.99%
2 0.01-0.001 100-1,000 99-99.9%
1 0.1-0.01 10-100 90.99%

O Fault TreeE 0|8

St

PF(Probability of Failure)

A

B

500V

500V
Motor —

500V fails

Motor fails

— System is successful, if all components operate.

~ FF=PF(A) + FF(B) - [FF(A)* FF(B)]

Power Supply B

Power Supply A
falls
Power Supply B
fails

— PF=PF(A)* PF(B)

System fails

Power Supply A
500V

— System is successful if one of the components works.

System fails
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O PFD A+
(1o01) [ Aoo*(MRT+T1a/2)] + [AouxTIw/2] + [ AonxLife/2]+ [BD/TIv]
(1002) [(Aop)2 *(MRT+TIa/2)2 1+[(Aou)? *(TIw)? /3]
+ [(Aon)2 =Life? /3] + [(2*BD=* Aou*(((TIW/2) +MRT)/TIw)]
+ [(Aoux B*TIu/2)+ (A onx B *Life/2)]
(2002) [2% Aoo*x (MRT+TI2/2)] + [Aou*TIw/2] + [ AonxLife/2]
+ [2+*BD/TIn] + [(Aoux B*TIn/2)+( Aon* B *Life/2)]
(2003) [3*(Aop)? *(MRT+TIa/2)2 J+[(Aou)? *(TIw)2 ]
+ [(Aon)2 #Life?2 ]| + [(6*BD* Aou*(((TIw/2) +MRT)/TIm)]
+ [(Aoux B+TIw/2)+ ( Aon* B *Life/2)]
Note : Formulas A <K Tl (2= MTTF >> TI) 200t 85
where,
Tla © Automatic Test Interval
Tlv : Manual Test Interval
B : Beta % (Common Cause)
BD : Bypass Duration
Ao Aoo + Aou+ Ao
Aoo : Dangerous Detected Failure Rate [Ao*Cal
Aou : Dangerous Undetected Failure Rate [Aox(1—Ca)*Cwu)]
Aon @ Dangerous Never Detected Failure Rate[ Ao*(1—Ca)*(1—Cwm)]
Ca : Automatic Diagnostic Coverage Factor
Cwm : Manual Diagnostic Coverage Factor
O SIL =4 (o)
Parl/subsystem A [failure/h] g%l Tim 1oo1 [PFD] 2003 [PFD] v Architecture:
e 54 o — a)PTio0 SIL3 (HFT)
Fn-group 1.0E05 b ) KFD2. SIL 3 (HFT1)
F-Profisate 10ED9 ¢} SPLC 315F SIL 3 (HFTO)
SPLC315F 24ED5 d.} Relay: SIL 1 (HFTO)
F-Profisafe 1,0E-09 e.) Solenoid SIL 2 (HFTO)
;—j:—gmuﬂ — — ;jii‘i 1.) Actuator + Valve: SIL 1 (HFTO0)
R s T E = due to HFT max. SIL 1
SIL1
e 57E03 v PFD = 5,7E-03, RRF = 177, due to PFD SIL 2
% HFT : Hardware Fault Tolerance
O SILY ot FUES82 IEC 61508—1~7, IEC 61511—-1~3, IEC 62061
FEE JIFEoR 4¥oln U
O 7= (Functional Safety)Q WSS 7teret M SEXI0| CHofA HH
= o A AL sionf, JLf &l MAF Y ol Al HEsY| YsiMEs EEFA(EC)
i /'Jf' it AEFel stgo| Rt
~ T O 7Zlsotdof st F=st s S oAM= MEE 4+ U= OIOIH(EC, X
T At, ® & Database )7t ZRstEZ 0|0 Cfst =2 &oto] H R
O 7|seHdol| cist AIFEe ZEE2 882 fldiMe s e 2HEE 74
LRl U
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Safety Instrumented Systems - A Life-Cycle Approach(EC50)
Advanced Safety Integrity Level(SIL) Selection(EC52)

Safety Instrumented Systems - A Life-Cycle Approach(Paul Gruhn)

Ll

Safety Integrity Level Selection - Systematic Methods Including Layer of
Protection Analysis(Ed Marszal and Eric Scharpf)
5. KENEXIS - Safety Instrumented System Engineering Handbook
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